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The Problem: Normal Email Vulnerabilities
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The Problem: Normal Email Vulnerabilities (cont.)

A Email by design is insecure. Open files are sent from
your computer through unknown servers to the recipient.

A Email content cannot be controlled after it is sent
(recipient can forward, copy, print, and save the email).

A Some ISPs scan emails to use for targeted advertising.
A Tools to intercept and scan emails are readily available.

A Normal email offers no way to authenticate the sender,
thereby leading to phishing attacks, etc.

A Does not preserve message integrity.




The Problem: Legislative Compliance

A HIPAA rules 164.312(el),(c1)&(d1) - fEncrypt EPHI
whenever deemed appropri ate

A European Union Directive 95/46/EC - requires
organizations to protect the integrity of personal data and
take steps to prevent unauthorized access to it.

A Nevada Revised Statute 597.970T A" A busi nes s
State shall not transfer any personal information of a
customer through an el ectro
business uses encryption to ensure the security of
el ectronic transmissiono (
iIntroduced in Michigan and Washington)
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The Solution: eCipher
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eCipher uses strong
2048-bit RSA encryption
and additional DRM
protections to prevent
unauthorized access and
distribution of confidential
Information.
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eCipher: Key Features

Secure Email Made Simple

A Easy to use
A Drag & Drop simplicity
A Transparent key exchange
A Saves time and money vs. other encryption and email products
A Supports MS Outlook and webmail services (Gmail, Yahoo!,
AOL, Comcast, .mac, etc.)
I Keep your current email address.

A Utilizes strong 2048-bit RSA encryption
A Prevent copy, print, forwarding, saving of email content.




eCipher: Outlook Integration
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Encrypted email that feels like
normal email

Convenient nSend

Excellent toolbar placement to
remi nd dalsvanrto sent this
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Enforce encrypted
messages

Easily select additional protections

ADel i very Receipto

Web/Mobile delivery option i no
download is required for recipients
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eCiphern Any wh éirZeeed:own!| oado emai |

eCipher Anywhere
A eCipher emails accessible via secure webpage
A Client-free version (no download required)
A Options to prevent forwarding, printing, Ctrl+PrtScn
APro users can track and fArec:

A Works on most mobile devices.
Including: iPhones, Windows Mobile and Blackberry

£S5 Webmail =) Q)
View story Bookmarks Window Hel

u_]l_“_] 1:51463 /readmail.aspx ~ -21-
v

£55 Webmail l I 1 like to inform you that R&D has devised a
" new engine de s‘gn engineered frof mR arden
e

Hello Dagny.

From: johngsca@mac.com

Subject: RE: testing

Date: Tucsday, June 10, 2008 3:26 PM
To: jgilmore@essentialsecurity.com

This 1s my secure reply.

Hiigtd 1i28
i TORERTE ;fﬁ i
LI | \ o
& Send Secure & New ) (Reply) (Reply All) | (Log Out ) ((Account —
()
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eCipher Express: Product Overview

eCipher Express
A Afull featured web application for Secure  [ueseme. o

_all ATET E 11:24 AM =)

email. &Cipnen
A Works with your current email address.
(i.e. bob@gmail.com, anyone@hotmail.com) (inbox ®))
A Works on any web enabled device mobile ==
device —

Ideal for: iPhones, Windows Mobile and Blackberry

A Includes Inbox, Sent folders & more PEEE——

A Controls to help prevent forwarding, "eCipher Express on iPhone
copying and printing.

ATrack and fArecall o email s



mailto:bob@gmail.com
mailto:anyone@hotmail.com

eCipher Anywhere & Express: Customer benefits

eCipher ensures email privacy, enhances efficiency and
saves customers money. Fax no more!

A Doctors can email & schedule patients and be HIPAA compliant.
A Brokerages can email their clients with sensitive financial data.

A Businesses can email plans, proposals, design work and other
sensitive info.

I Removes worry that documents might get stolen or passed-on.
A No software download required
A Works on Mobile Devices
A Customers can use their existing email address
A Add-in available for MS Outlook users.

eCipHER
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eCipher Corporate: Centralized Administration

A Centralized Administration:
i Centralized management of eCipher licenses ——
A eCipher configuration options —
I User/Department Account Management: -
A Maps to corporate org. chart
A Individual account creation/revocation
A Key revocation
A Usage reporting

~~~~~~~~

mﬂm —
Help w ACiphER

A Add|t|onal featu fes: . View File  Seftings  Contacis  Compose |

I Apply DRM to PDFs, images and other file attachments.
I Customized branding of eCipher emails

A Banner ads, cleartextcover-l et t er s, fAAnywher
I Apply rules based security policies to Outlook emails* (uture release)

eCipHER
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eCipher: Transparent Key Exchange

Simplified Key Exchange diagram for eCipher Client

Sender

Recipient
. Sender encrypts an email with eCipher, and sends it just as they
would any other email.
.eCipher verifies the recipientos i den

email. NOTE: Email s dondét touch or pass througt

. Once verified, eCipher decrypts the email so that the recipient can

read the communication and any attachments.
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eCipher: Competitive Matrix

|Feature Description eCipher Pro eCipher Free SecureZip PGP Personal Voltage ZixMail |
Easy set-up and account activation Q«" V ‘\‘“,'//7 Q/
Encrypts email messages —\/ \\‘/)7 —\/ Q/ g ?/
Encrypts email attachments = \\'/7 b Q/ Q/ Q/
Enforces encrypted 'Reply’ messages Wy N4 Q_/ Q/
Can send secure email directly from client via Gmail, Yahoo!, AOL and y 4
other webmail services —\/ V V
Stand-alone desktop application < “\/ —}/ Q/ Q/
Contact list support. Can import Vcard, C5Vs *\/

Customizable greeting message (aka "Cover letter”) W \\'/'/7 \\‘/'/7
Outlook: "SendSecure” or other add-in button —\/ "\‘/ —\/ Q/ Q/ Q/
Outlook: Can send encrypted email messages —\/ \\'/'7 —\/ Q/ ?/ ?/
Outlook: Can send encrypted email attachments 2 b Q/ Q/ Q/
Prevents Printing of email messages Ny

Prevents Forwarding of email messages —\/

Prevents Copy (Save to desktop) of email content
Suuports BCC recipients

Supports images in the email message body
Supports multiple email accounts

Password Protection for client and locally saved files

§
4
X

Can set personalized default email signature
Can enable "Delivery Receipts” (msg tracking)
Can send to anyone w/ no key exchange required before delivery

Can view encrypted email on secure web page (no download req)

v v v
v v v

PGP. Strength ECC

Can save encrypted files to desktop

Telephone support

LTLLLLRLRLRY
CUCTEUIR
CCCTELER

email support

256 AES and 256 AES and | 256 AES (w/ |user (strength 128 AES and
Crypto-graphic algorithms 2048 RSA 2048 RSA default cert.) determined MA) 1024 RSA
Free client
incl. 15-day Free client incl.
Free client or trial version full trial 15-day full trial Free 30-day trial 15-day trial |30-day trial

eLCipHER
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eCipher: Competitive Edge

A Multiple deployment options for
different size businesses
A Hosted, SAAS, In-house

Bus. Sector Focus

Feature Focus

User Expertise Req.

Email Clients

Content Storage
User Interface

Extra Protections

A Primarily large enterprise
A Internal server usually required

A Cryptography

A Technical

A Primarily Microsoft Outlook
A Few, if any, other clients

A Several competitors store and
have access to content

A User focus on PKI

A Few offer these options

A Commitment to usability

A Everyday business users

A Microsoft Outlook
A Several other clients
(Gmail, AOL, etc.)

A ESS does not store or have access
to encrypted content

A Focused on non-technical users
A Two convenient toolbar options

A Prevent printing, forwarding,
editing, copying, etc.
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eCipher: Analyst Reviews

Nl 6ve come to conclude that a t ool
or your company some day.

- Rob Enderle, Technology Pundits

NAre you worried about privacy 1n
SO, you can trust your messa

I Elana Santos, SoftTonic

NeCi pher Pro | et s -nyabto any seaimentswetltoutr e
ever having to think about the sophisticated mechanisms that

N\

make 1t possible. o

Nlts encryption I s top noa
I Neil Rubenking, PC Magazine
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eCipher: In Summary

A Innovative new product that establishes the optimal
levels of simplicityands ecur ity €& the pe

A Positive reviews:fienvi abl e simplicity
top-not cho.

A Used by Fortune 500, Gov. and Small Biz customers
A Multiple deployment options.

A Growing awareness and need for email encryption.
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