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eCipher Overview

Email Security Made Simple
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The Problem: Normal Email Vulnerabilities

Once emails are sent, 

they become vulnerable 

to tampering, illegal 

distribution or unintended 

forwarding at numerous 

points
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ÅEmail by design is insecure. Open files are sent from 

your computer through unknown servers to the recipient.

ÅEmail content cannot be controlled after it is sent 

(recipient can forward, copy, print, and save the email).

ÅSome ISPs scan emails to use for targeted advertising.

ÅTools to intercept and scan emails are readily available.

ÅNormal email offers no way to authenticate the sender, 

thereby leading to phishing attacks, etc.

ÅDoes not preserve message integrity.

The Problem: Normal Email Vulnerabilities (cont.) 
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ÅHIPAA rules 164.312(e1),(c1)&(d1) - ñEncrypt EPHI 

whenever deemed appropriate.ñ

ÅEuropean Union Directive 95/46/EC - requires 

organizations to protect the integrity of personal data and 

take steps to prevent unauthorized access to it.

ÅNevada Revised Statute 597.970 ïñA business in this 

State shall not transfer any personal information of a 

customer through an electronic transmissionéunless the 

business uses encryption to ensure the security of 

electronic transmissionò  (Note: similar bills are being 

introduced in Michigan and Washington)

The Problem: Legislative Compliance
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The Solution: eCipher

eCipher uses strong 

2048-bit RSA encryption 

and additional DRM 

protections to prevent 

unauthorized access and 

distribution of confidential 

information.
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Secure Email Made Simple

ÅEasy to use

ÁDrag & Drop simplicity

ÁTransparent key exchange

ÁSaves time and money vs. other encryption and email products

ÅSupports MS Outlook and webmail services (Gmail, Yahoo!, 

AOL, Comcast, .mac, etc.)

ïKeep your current email address.

ÅUtilizes strong 2048-bit RSA encryption

ÅPrevent copy, print, forwarding, saving of email content.

eCipher: Key Features
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Å Encrypted email that feels like 

normal email

Å Convenient ñSend Secureò button

Å Excellent toolbar placement to 

remind user: ñdo I want to send this 

protected?ò

Å Enforce encrypted ñReplyò 

messages

Å Easily select additional protections

Å ñDelivery Receiptò option

Å Web/Mobile delivery option ïno 

download is required for recipients

eCipher: Outlook Integration

MS Outlook ñSend Secureò Add-in

7



eCipher Anywhere 

ÁeCipher emails accessible via secure webpage

ÁClient-free version (no download required)

ÁOptions to prevent forwarding, printing, Ctrl+PrtScn

ÁPro users can track and ñrecallò delivered emails

ÁWorks on most mobile devices.
Including: iPhones, Windows Mobile and Blackberry

eCipher ñAnywhereò:ñZero-downloadò email encryption
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eCipher Express

ÁA full featured web application for secure 

email.

ÁWorks with your current email address.   
(i.e. bob@gmail.com, anyone@hotmail.com )

ÁWorks on any web enabled device mobile 

device

Ideal for: iPhones, Windows Mobile and Blackberry

ÁIncludes Inbox, Sent folders & more

ÁControls to help prevent forwarding, 

copying and printing.

ÁTrack and ñrecallò emails

eCipher Express: Product Overview
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eCipher Express on iPhone
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eCipher ensures email privacy, enhances efficiency and 

saves customers money. Fax no more!

Å Doctors can email & schedule patients and be HIPAA compliant. 

Å Brokerages can email their clients with sensitive financial data.

Å Businesses can email plans, proposals, design work and other 

sensitive info.

ï Removes worry that documents might get stolen or passed-on.

ÅNo software download required

ÅWorks on Mobile Devices

ÅCustomers can use their existing email address

ÅAdd-in available for MS Outlook users.

eCipher Anywhere & Express: Customer benefits
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Å Centralized Administration:

ïCentralized management of eCipher licenses

ÅeCipher configuration options

ï User/Department Account Management:

ÅMaps to corporate org. chart

ÅIndividual account creation/revocation

ÅKey revocation

ÅUsage reporting

Å Additional features:

ïApply DRM to PDFs, images and other file attachments.

ïCustomized branding of eCipher emails

ÅBanner ads, clear text cover-letters, ñAnywhereò portal.

ïApply rules based security policies to Outlook emails* (future release)

eCipher Corporate: Centralized Administration
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eCipher: Transparent Key Exchange

1. Sender encrypts an email with eCipher, and sends it just as they 

would any other email.

2. eCipher verifies the recipientôs identity and their ability to read this 

email. NOTE: Emails donôt touch or pass through ESS servers.

3. Once verified, eCipher decrypts the email so that the recipient can 

read the communication and any attachments.

RecipientSender

1.

2.

3.

Simplified Key Exchange diagram for eCipher Client
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eCipher: Competitive Matrix
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eCipher: Competitive Edge

Factor Competition eCipher

Bus. Sector Focus
ÅPrimarily large enterprise

ÅInternal server usually required  

ÅMultiple deployment options for 

different size businesses

ÅHosted, SAAS, In-house

Feature Focus ÅCryptography ÅCommitment to usability

User Expertise Req. ÅTechnical ÅEveryday business users

Email Clients
ÅPrimarily Microsoft Outlook

ÅFew, if any, other clients

ÅMicrosoft Outlook

ÅSeveral other clients 

(Gmail, AOL, etc.)

Content Storage
ÅSeveral competitors store and 

have access to content

ÅESS does not store or have access 

to encrypted content

User Interface ÅUser focus on PKI
ÅFocused on non-technical users

ÅTwo convenient toolbar options

Extra Protections ÅFew offer these options
ÅPrevent printing, forwarding, 

editing, copying, etc.
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ñIôve come to conclude that a tool like eCipher could save your job 

or your company some day.ò 

- Rob Enderle, Technology Pundits

ñAre you worried about privacy in your email communications? If 

so, you can trust your messages to eCipher.ò

ïElana Santos, SoftTonic

ñeCipher Pro lets you send secure e-mail to any recipient without 

ever having to think about the sophisticated mechanisms that 

make it possible.ò 

ñIts encryption is top notchò

ïNeil Rubenking, PC Magazine

eCipher: Analyst Reviews
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ÅInnovative new product that establishes the optimal 

levels of simplicity andsecurity é the perfect balance.

ÅPositive reviews: ñenviable simplicityò é ñits encryption is 

top-notchò.

ÅUsed by Fortune 500, Gov. and Small Biz customers

ÅMultiple deployment options.

ÅGrowing awareness and need for email encryption.

eCipher: In Summary 
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